	
[image: cid:image003.png@01D2932A.1F9825A0]

	ROLE PROFILE

	
	Consultant – Information & Cyber Security

	Reports to:
	Senior Manager – Cyber & Information Security

	Grade:
	Senior Professional / Technical	Job Family: 
	IT Cyber Security
	Leadership Responsibility:
	Direct Reports:
	0
	Indirect Reports:
	0
	Regulatory Information: 
	Not Applicable
	Location:
	Binley, Coventry. Team-led hybrid working arrangements apply.
	Working hours:
	35

	Effective Date:
	V1 23/03/2023
	WD Job Code:
	JC_0495

	ABOUT THE ROLE 

	We are looking for an experienced and passionate Information Security & Cyber Consultant to join us as we increase our adoption of cloud resources and embark on a digitisation journey. This is an exciting opportunity to have an impact from the beginning of our transformation and shape the future of Coventry Building Society for years to come. 

Working in a Product-based agile model, the successful candidate will lead and advise on the application of security controls and policies for our key cloud solutions, addressing any risks and implementing new operational controls and processes. 

This role is not solely about having the right security background, it requires the successful candidate to work collaboratively and with pragmatism when supporting fast-paced delivery teams.


	ABOUT YOU 

	· You have the passion and drive to enable the secure delivery of our digital transformation journey, working with market leading cloud technologies.
· You have a proven record in providing technical guidance and leadership in the implementation of security controls and secrets management.
· You are capable of working collaboratively, recognising and adapting to individual differences and working styles to bring others along the security journey.
· You support initiatives that create an environment in which diversity is valued.


	REQUIREMENTS: 

	· A subject matter expert in AWS Information Security including familiarity with compliance, security standards, privacy, and controls.
· Experience of projects in some or all of the following would be useful: microservices; CI/CD workflows; secrets management; SDLCs, Kubernetes and securing container workloads; software-defined networking (SDN) solution designs for data centres would be an advantage.
· Experience of enterprise cloud security; security architecture; automation; integration, and deployment (DevSecOps). 
· Experience providing Information Security support to projects delivering, AWS architectural and design solutions in areas covered by: GDPR; PCI DSS; anti-Fraud. 
· Experience working in a financial services regulated organisation.
· Working knowledge of cloud computing workload transition challenges
· Familiarity with archive, backup/recovery and business continuity processes in distributed operations
· Experience of delivering risk assessments and assurance reports across multiple technologies and business processes.
· Experience of managing and influencing stakeholders at all levels.
· Recognised Information Security certification e.g. CCSP



	YOUR KEY RESPONSIBILITIES. (Additional detailed performance objectives will be set by your manager)

	General Profile
	Key responsibilities will include:
· Identifying and understanding the risks and appropriate corresponding controls to maintain the security, confidentiality, integrity, availability of new applications and services that the Society introduces.
· Ensuring the compliance of new applications and services with legislation, regulations and relevant CBS standards and policies.
· Working closely with a range of stakeholders to find solutions that are appropriate to the Society’s risk appetite.   

	People & Relationships
	You will:
· Foster relationships with colleagues across the business, helping them to increase their security knowledge and adopt secure working processes.
· Work closely with colleagues to increase internal capabilities.
· Provide training and coaching to colleagues as and when needed

	Governance, Risk & Controls
	You will:
· Identify risks to successful achievement of our security and business goals and take appropriate steps to mitigate those risks.
· Support the delivery of our set of continuous improvement KPIs.
· Support process improvement activities and provide feedback where there are potential issues.

	Impact, Scale & Influence
	You will:
· Show sensitivity and understanding in resolving issues.
· Support and guide your colleagues with their understanding of how to achieve the best outcomes from our processes and tools.
· Pre-empt and minimise conflict within the organisation and with external stakeholders.

	Decision Making / Problem Solving 
	You will:
· Assess work outcomes and identify and share learnings to inform future actions.
· Ensure that actions of self and others are focused on achieving organisational outcomes.
· Use analytical skills to identify and resolve issues quickly, escalating where necessary.

	Comparable Roles
	Information security officer, security architect, security engineer
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